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“How can we use it to help...” was the theme of the National Cyber Security Centre’s (NCSC) Active Cyber 
Defence (ACD) efforts in 2020. Within ACD is Protective DNS (PDNS), which is delivered by Nominet on 
behalf of the NCSC.

PDNS helped build more robust cyber defences during the pandemic, benefiting both those in the health 
sector and delivering public services.

Onboarding 
healthcare 
organisations

NCSC & Nominet worked with NHS 
Digital to bring onboard as many 
NHS Trusts as possible, prioritising 
Nightingale hospitals.

Onboarding 
healthcare 
organisations

Onboarding of HSCN1 to PDNS 
was accelerated (within 24 
hours) following CISA2 alert that 
malicious actors were targeting US 
healthcare.

Broadening 
use of PDNS 

PDNS offered to vaccine supply 
chain and Lighthouse Labs, 
expanding the impact of ACD 
beyond the public sector.

Enhanced protection
An increase in malicious 
domains related to 			
COVID-19 were blocked by 	

		  PDNS.

Detecting 
those at risk

PDNS dataset used to map 
additional NHS domains and 
protect 1.1 million NHS IP addresses.

Protection of 
roaming users 

PDNS Digital Roaming, designed 
to route a client’s DNS traffic to 
PDNS when they’re not connected 
through a traditional enterprise 
network, was launched.

1 Health and Social Care Network 
2 Cybersecurity & Infrastructure Security Agency
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https://digital.nhs.uk/services/health-and-social-care-network
https://www.cisa.gov/

